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Security Convergence

Protiviti

Protiviti is a leading provider of independent risk consulting & internal audit
services to help clients identify, assess, measure and manage financial,
operational and technology-related risks encountere d in their industries,
and assist in the implementation of processes & con trols to enable

continued monitoring.
active since 2002

+3.000 dedicated professionals worldwide (of which +500 in Europe)
Revenue 2007: 552,3 million USD
100% part of Robert Half International : 4,6 billio  n USD revenue 2007

Business Risk Consulting

Enterprise Risk Management
Sarbanes-Oxley / J-SOX compliance
Forensics Solutions
Fraud Risk Management
Basel Il compliance

Credit & Treasury Risk Management
Financial Process Improvement
Revenue Risk Management
Spend Risk Improvement
Supply Chain Risk Management

008 Protiviti Inc.

Technology Risk Consulting Internal Audit

Application Controls Audit Committee Advisory
Business Continuity Management IA Co-Sourcing
Incident & Crisis Management IA Full Outsourcing
Privacy Risk & Data Protection Managementf] IA Transformation
Project Risk Management Quality Assurance Reviews
Security Improvement IT Audit Services
Change Management IA Technology Implementation
Business Intelligence
Outsourcing Risk Management
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Protiviti Global Footprint

60 offices in 15 countries
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Why Security Convergence?

The “Holy Grail” for CISO

Centralised & consolidated security approach
Protect customer & employee & company data
Demonstrate compliance

Integrated security architecture
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Security Convergence

Why Security Convergence?
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Definition of Security Convergence

“The identification of
security risks & interdependencies
between business functions & processes
within the enterprise
and the development of
managed business process solutions
to address those risks & interdependencies.”

From ASIS International
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Security Convergence

Security Convergence : starting point

Security Alignment & Risk
Mitigation Architecture

Determined level of risk tolerance

Metrics / Dashboards / Standards

IDENTIFY EXTERNAL DRIVERS
Convergence...
Market, customers, competitors, partners
IDENTIFY INTERNAL DRIVERS
Corporate strategy & key eamings drivers
Spend analysis of security risk functions
Existing processes
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Imperatives driving Security Convergence

Growth in a global world
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Security Convergence

Imperatives driving Security Convergence

Compliance & Regulation

baseline for security professionals requiring minimum levels to be met
(Heath Insurance Portability and Accountability Act (HIPAA), the Gramm-
Leach-Bliley Act (GLBA), Sarbanes-Oxley, Basel I, Solvency Il, etc.)
complexity results in managers’ ability to be forward sensing when
assessing enterprise’s security needs
balance focus on compliance.

“Mere compliance to stay out of jail is of no real use to the company or people.”
If undue focus on compliance: distortion of risk priorities and agendas
=> false sense of security.
Auditors see gaps in corporate security & alert clients to take action.
Effectively leveraging compliance can result in optimal risk posture when
the following exist:

business strategy driven risk agenda

appropriate levels of accountability (RACI)

embedding of compliance & audit processes

guidelines (rather than standards).
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Imperatives driving Security Convergence

Moving from physical to intangible world
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Imperatives driving Security Convergence

Blurred boundaries
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Security Convergence

Imperatives driving Security Convergence

Continuous pressure to reduce costs
Complex risks => systematic, pragmatic approach to security that
maximizes resources while adequately managing risk.
CISO should prioritize all risks => focus on critical risks
(optimizing investments & reducing inefficiency).
Comprehensive look at all risks can assist in determining mitigation
strategies. Converged security solution may cost more to develop, but
ultimately mitigate more than 1 risk + have longer shelf life => thus
reducing overall expenditures.
CISO should streamline & simplify budget requests => use business
language in order to facilitate security convergence. Assessment of all
aspects of spending must be consistent with security & business
objectives.
CISO should integrate security budget & security program goals into
overall budget process.
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Security Convergence Essential Elements
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Security Convergence

Security Convergence Approach
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Security Convergence Functions

CISO

. Information Security Governance
Security

Strategies Security /88N
architecture, policy & ;
standards, research, & % Comp“ance

application security Program
Compliance
. . management, audit,
Investigations compliance reporting
& Response 8 Advisory Services
Investigations, Security consulting,
forensics, response, Specialist Services,

tracking & reporting Awareness
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Security Convergence: Fact or Fiction?

Security is complex
Security Convergence introduces even more complexity
Security Convergence requires essential elements
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Contact Details

Mr. Marc Vael, cissp, cism, cisa, ITIL
Executive Director
Protiviti Belgium

Riverside Business Campus - Building F
Taminiau Business Center - 1st floor
Internationalelaan 55

1070 Brussels

Belgium

Tel: +32 (0) 2 609 69 23
Fax:  +32 (0) 2 609 69 65
marc.vael @protiviti .com
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At Protiviti, we believe the companies that most effectively
understand and manage their risk are the companies that most
often succeed. Or as we like to say...

Know Risk. Know Reward.™

protiviti

Independent Risk Consulting
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